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iTRAC

iTRAC is a built-in automated workflow and
event remediation system.

Figure 6. I[TRAC

Novell Sentinel iTRAC workflows specify a
series of actions to take when specific events
occur. These predetermined processes can be
tuned to reflect an organization’s best practi-
ces, and completion of each activity provides
an audit trail for demonstrating regulatory
compliance. In addition, iTRAC allows IT
administrators to automatically delegate
tasks to external systems such as Remedy,
HP ServiceDesk and others as necessary.

Repository

Unlike traditional database-centric SIEM solu-
tions that process and analyze the data after
its been sent to the database, Novell Sentinel
utilizes “in-memory” processing to speed the
utilization of the data, then passes the data
to the repository for storage, archiving and
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Figure 7. Repository

historical reporting. The event Repository
is either an Oracle* or SQL* database,
depending on the needs and preferences
of the enterprise.The amount of data held
in the Repository depends on the size of
the captured events and filtering rules for
the Collectors.

Additional Components
Reporting

Novell Sentinel ships with Sentinel Reports,
a complete solution for visualizing the
enterprise security environment, documenting
regulatory compliance, and efficiently manag-
ing operational risk. Sentinel Reports includes
a number of predefined report templates.
Administrators can also produce their own
reports and generate queries against the
Repository using Crystal Reports* (included)
as the back-end reporting engine. (Please
refer to the report on the following page.)
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Figure 8. Novell Sentinel built-in reporting engine provides valuable insight to executive management and internal
and external auditors on policy adherence, violations and remedial actions, as well as how user activity affects
critical assets.





